Chapter 2

GNU Privacy Guard
Cryptography in history is interesting, cryptography in theory is fun, cryptography in
practice is important. And hard.
This books contains descriptions of some of the most sophisticated cryptosystems ever devised.
A cryptosystem as a theoretical construct is one thing, actually moving bits around in a secure
manner is another. More on this later; for now, install and use the Gnu Privacy Guard (GnuPG).

2.1

Getting Started

First, run some updated anti-virus software. There are viruses whose payload is to intercept text
between the keyboard and the computer, and forward them to third-world internet locations. Good
cryptography doesn’t help if your correspondence is intercepted pre-encryption.
Second, get and run some reliable anti-spyware software (Ad-Aware, for example). Every time
you install a new piece of software, you are exposing yourself to a security problem. However,
spyware is so prevalent and malignant that it is a greater risk to you and your privacy.

On Windows
Here are my recommendations for preparing you Windows PC for some heavy-duty cryptographic
action.
• First, download and install GnuPG (currently at version 1.4.1):
http://www.gnupg.org
• You should now adjust the “PATH” variable to include the GnuPG folder, and restart your
computer
• You should install GPGshell (currently at version 3.4.0):
http://www.jumaros.de/rsoft
• Use GPGshell to create a new key. It’s okay to use the default options, have it expire during
the summer. Then send your key to
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hkp://sks.keyserver.penguin.de
using GPGshell. Next, use my key ID 0xA2D17932 to download my key from the same
keyserver.
• If you use Outlook or Eudora, then you can get a toolbar through the GnuPG website.
• I recommend using Mozilla Thunderbird (currently at version 1.0.2) as your email client. You
can download it from
http://www.mozilla.org/
If you use Thunderbird, then you will want to install Enigmail (currently at version 0.91.0).
http://enigmail.mozdev.org
We will talk about keyrings, rings of trust, and “good cryptographic practice” in due course.

2.2

My Public Key

You should export your public key, and print it out. Hand me a printout (I will check your ID), and
also send it to me by email. Next, use GPGshell to send your key to the keyserver
hkp://sks.keyserver.penguin.de
Mine is on the website, and in Figure 2.2, and on the keyserver listed above. Mine is probably bigger
than yours: c’est la vie. By the way, mine is set to expire in August 2005, so you shouldn’t use it
after that.
Finally, send me an encrypted email. Since I’m actually going to read it, make sure you write
something interesting!

2.2. MY PUBLIC KEY

-----BEGIN PGP PUBLIC KEY BLOCK----Version: GnuPG v1.4.1 (MingW32) - GPGshell v3.30=7ord
-----END PGP PUBLIC KEY BLOCK----Figure 2.1: Kevin O’Bryant’s Public Key, valid through July 2005

9

10

CHAPTER 2. GNU PRIVACY GUARD

