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LETTER

Special Section on Information Theory and Its Applications

Internal-State Reconstruction of a Stream Cipher RC4
Yoshiaki SHIRAISHI† , Regular Member, Toshihiro OHIGASHI†† , Student Member,
and Masakatu MORII†† , Regular Member

SUMMARY Knudsen et al. proposed an eﬃcient method
based on a tree-search algorithm with recursive process for reconstructing the internal state of RC4 stream cipher. However,
the method becomes infeasible for word size n > 5 because its
time complexity to reconstruct the internal state is too large.
This letter proposes a more eﬃcient method than theirs. Our
method can reconstruct the internal state by using the pre-known
internal-state entries, which are fewer than their method.
key words: stream cipher, RC4, internal-state reconstruction

of necessary pre-known initial state entries to reconstruct an internal state completely. Our method can
reconstruct an internal state by using less pre-known
entries than the method. The result of our method is
that an internal state with ﬁrst 73 pre-known entries
can be reconstructed within 220 computational times.

1.

2.1 Description of RC4

Introduction

RC4 is one of key-stream generators in stream ciphers
[9]. Many key-stream generators consist of a number
of possibly clocked linear feedback shift registers (LFSRs) combined by a function [7], [8]. In contrast, RC4
takes a design approach that is quite diﬀerent from that
of LFSR-based stream ciphers. RC4 is widely used in
commercial products and standards, e.g. Secure Sockets Layer standard (SSL) 3.0 [3].
One of the research results about RC4 is the secret key reconstruction attack [1]. The attack can recover a secret key by using roughly 5,000,000 packets
in the old version of Wired Equivalent Privacy (WEP)
encryption. Other research results about RC4 are as
follows: distinguishing attack [2], [4], [6], internal-state
reconstruction [2], [5], output-prediction attack [2], etc.
Knudsen et al. have proposed an internal-state
reconstruction method [5]. The method is based on
a tree-search algorithm with recursive process, which
causes increased computational complexity. To decrease computational complexity, we must have a part
of internal-state entries to succeed in reconstruction,
beforehand. However, the method becomes infeasible
for word size n > 5. We must know at least 100
internal-state entries to succeed in the method with the
word size n = 8. In this letter, we propose a method
which is more eﬃcient than Knudsen et al.’s method.
We evaluate that eﬃciency by comparing the number
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2.

Preliminaries

We follow the description of RC4 as given in [9]. The
internal state of RC4n at time t consists of a permutation
2 −1
table St = (St [x])x=0
of 2n n-bit words. Two n-bit
word pointers it and jt at time t are used and pointers
i0 and j0 are initialized to zero. Let Zt denote the nbit word output of RC4 at time t. Then, the next-state
and output functions of RC4 for every t ≥ 1 are deﬁned
as
it = (it−1 + 1) mod 2n ,
jt = (jt−1 + St−1 [it ]) mod 2n ,
St [it ] = St−1 [jt ] , St [jt ] = St−1 [it ],
Zt = St [(St [it ] + St [jt ]) mod 2n ].

(1)
(2)
(3)
(4)

Ciphertext Ct of length n is produced by
Ct = Mt ⊕ Zt ,
where Mt is an n-bit piece of plaintext. The initial
table S0 is generated from a secret key. Details of this
initialization are not important for our method.
2.2 Internal-State Reconstruction
The goal of an internal-state reconstruction attack is to
reconstruct S0 out of Zt .
We show an internal-state reconstruction method
proposed by Knudsen et al. [5] here. We will call this
K-method. The algorithm uses recursive function calls
with the time variable t. Let at denote the number of
entries which had been assigned values
in the internaln
−1
denote an array
state table, and St∗ = (St∗ [x])2x=0
to check whether or not an x-th element is assigned.
St∗ [x] ∈ {∗, 0, 1, · · · , 2n − 1}; if St∗ [x] = ∗, then the x-th
element is unassigned, else St∗ [x] = St [x]. We also den
−1
ﬁne an array Et = (Et [y])2y=0
to check whether or not
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value y is assigned. If value y is assigned, then we denote Et [y] = φ, else Et [y] = ψ. The following equation
obtained from Eqs. (3) and (4) is used in the algorithm:
St−1 [Zt ] = (St−1 [it ] + St−1 [jt ]) mod 2n .

(5)

By Eq. (5), if two of three variables are assigned, the
remaining variable can be computed. From the deﬁnition of RC4, all values in internal-state table St diﬀer
from each other; that is, if x = x , St [x] = St [x ]. If the
value computed by Eq. (5) has already been assigned to
other positions of St , then we can check a contradiction
of the computed value.
[Algorithm of K-method] [5]
∗
[it ] = ∗:
StepK1 Check St−1
∗
[it ] = ∗, proceed to StepK2.
(a) if St−1
(b) otherwise assign, one after another, the 2n −at
unassigned elements to St−1 [it ], increment at ,
Et [St−1 [it ]] := φ; then go to StepK2.

StepK2 Check Et [Zt ] = φ:
(a) if Et [Zt ] = φ, calculate the expected value of
St−1 [jt ] from Eq. (5). If this does not lead to a
contradiction, then Et [St−1 [jt ]] := φ; proceed
to time t + 1 and go to StepK1.
(b) otherwise, go to StepK3.
∗
[jt ] = ∗:
StepK3 Check St−1
∗
[jt ] = ∗, calculate the expected value of
(a) if St−1
−1
St [Zt ] from Eq. (5). If this does not lead to
a contradiction, then Et [Zt ] := φ; proceed to
time t + 1 and go to StepK1.
(b) otherwise, then assign, one after another, the
2n − at unassigned elements to St−1 [jt ] and
update at . Subsequently, check whether the
given values of it , jt and Zt lead to a contradiction. If they do not, then Et [St−1 [jt ]] :=
φ, Et [Zt ] := φ; proceed to time t + 1 and go to
StepK1.

The method includes two important processes. One is
the computation of unknown variables using Eq. (5) and
then the check of contradiction; the other is recursive
search using candidates of all unassigned values.
3.

Proposed Method

We propose a new eﬃcient internal-state reconstruction
method improving the K-method. This section presents
our algorithm and its experimental results.
3.1 Algorithm
Note that computational complexity of the K-method is
aﬀected by the computation of unknown variables, the
check for contradiction in StepK2-(a) and StepK3-(a),
and the recursive search in StepK1-(b) and StepK3-(b).

Obviously, the latter greatly inﬂuences the complexity
in comparison with the former. We infer that the complexity of the method using either of the two recursive
processes is less than using both processes such as in the
K-method. In addition, it is also expected that we can
compute some other unknown internal-state entries by
reusing values obtained up to the time of computation.
In view of the discussion, we propose the following algorithm. The points changed from K-method are adding
new process called backtracking for candidate reduction
to StepK1-(b) and the deletion of recursive search in
StepK3-(b).
[Algorithm of the proposed method]
∗
[it ] = ∗:
StepP1 Check St−1
∗
[it ] = ∗, proceed to StepP2.
(a) if St−1
(b) otherwise execute backtracking for candidate
reduction. Subsequently, assign, one after another, the 2n − at unassigned elements to
St−1 [it ], increment at , Et [St−1 [it ]] := φ; then,
go to StepP2.

StepP2 Check Et [Zt ] = φ:
(a) if Et [Zt ] = φ, calculate the expected value of
St−1 [jt ] from Eq. (5). If this does not lead to a
contradiction, then Et [St−1 [jt ]] := φ; proceed
to time t + 1 and go to StepP1.
(b) otherwise, go to StepP3.
∗
[jt ] = ∗:
StepP3 Check St−1
∗
(a) if St−1
[jt ] = ∗, calculate the expected value of
−1
St [Zt ] from Eq. (5). If this does not lead to
a contradiction, then Et [Zt ] := φ; proceed to
time t + 1 and go to StepP1.
(b) otherwise, proceed to time t + 1 and go to
StepP1.

The concrete process of backtracking for candidate reduction is as follows:
[backtracking for candidate reduction]
StepB1 Check time variable t such that correct values
have already been assigned to all three variables in
Eq. (5) for each time t = 1, 2, · · · , t − 1; then go to
StepB2.
StepB2 Check Et [Zt ] = φ:
(a) if Et [Zt ] = φ, calculate the expected value
of St −1 [jt ] from Eq. (5). If this does not
lead to a contradiction, then update at ,
Et [St −1 [jt ]] := φ; proceed to time t + 1 and
go to StepB2.
(b) otherwise, go to StepB3.
StepB3 Check St∗ −1 [jt ] = ∗:
(a) if St∗ −1 [jt ] = ∗, calculate the expected value
of St−1
 [Zt ] from Eq. (5). If this does not lead
to a contradiction, increment at , Et [Zt ] := φ;
proceed to time t + 1 and go to StepB2.
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Table 1

Simulation parameters.

word size
target of attack
unit of calculation
success condition

known entries of initial state
known plaintexts

n=8
100,000 initial states
updating internal states
complete case reconstructed
initial state within 220 times
calculation
ﬁrst k words
210 words

why time complexity is reduced by adding backtracking
and deleting the recursive search procedure.
We make another experiment to demonstrate that
we can reduce the value k such that at least one
of 100,000 initial states can be reconstructed by our
method. The result is that we reconstruct some internal states in k = 73 within one second using a Pentium4
1.7 GHz CPU with 256 MB RAM.
4.

Conclusion

In this letter, we described an algorithm reconstructing the internal state of RC4. The time complexity of
the algorithm is reduced by introducing a process of
backtracking and deleting one of two recursive searches
from K-method. Consequently, with lesser known entries in initial state than K-method, our method still
succeeds in reconstructing the internal state. Moreover, we found some internal states which can be reconstructed easily when the number of known entries
is equal to 73 in n = 8. The theoretical analysis of
complexity remains as a further study.
Fig. 1 Success rates of the proposed method and the Kmethod.

(b) otherwise, proceed to time t + 1 and go to
StepB2.
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